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Dear ANSI-Accredited Standards Developer,

Deborah Spittle

Thank you for your support of the American National Standards process.

We are in receipt of your ITI (INCITS) PINS 22 submittals. Your request will be processed in accordance with the Standards

Action Publication Schedule. Within two weeks of your submission, you will receive an acknowledgment email indicating the

publication date of your request. Please retain a copy of this submittal receipt as well as the acknowledgment email as
documentation subject to ANSI audit. If you fail to receive the acknowledgement email, or if you have any questions
concerning your submission, please contact us at psa@ansi.org.

Designation

INCITS/ISO/IEC 10118-
1:2016/AM1:2021[202x]

INCITS/ISO/IEC 10118-
2:2010/COR1:2011[202x]

INCITS/ISO/IEC 11770-
3:2015/AM1:2017[202x]

INCITS/ISO/IEC 13888-
2:2010/COR1:2012[202x]

INCITS/ISO/IEC 18033-
2:2006/AM1:2017[202x]

INCITS/ISO/IEC 18033-
3:2010/AM1:2021[202x]

INCITS/ISO/IEC
18367:2016[202x]

INCITS/ISO/IEC 20009-
2:2013[202x]

INCITS/ISO/IEC 20009-
4:2017[202x]

INCITS/ISO/IEC 20085-
1:2019[202x]

INCITS/ISO/IEC
20543:2019[202x]

INCITS/ISO/IEC
21827:2008[202x]

Title of Standard

Information technology - Security techniques - Hash-functions -
Part 1: General - Amendment 1: Padding methods for sponge
functions

Information technology - Security techniques - Hash-functions -
Part 2: Hash-functions using an n-bit block cipher - Technical
Corrigendum 1

Information technology - Security techniques - Key management -
Part 3: Mechanisms using asymmetric techniques - Amendment 1:
Blinded Diffie-Hellman key agreement

Information technology - Security techniques - Non-repudiation -
Part 2: Mechanisms using symmetric techniques - Technical
Corrigendum 1

Information technology - Security techniques - Encryption
algorithms - Part 2: Asymmetric ciphers - Amendment 1: FACE

Information Technology - Security Techniques - Encryption
Algorithms - Part 3: Block Ciphers - Amendment 1: SM4

Information technology - Security techniques - Cryptographic
algorithms and security mechanisms conformance testing

Information Technology - Security Techniques - Anonymous Entity
Authentication - Part 2: Mechanisms Based On Signatures Using A
Group Public Key

Information technology - Security techniques - Anonymous entity
authentication - Part 4: Mechanisms based on weak secrets

IT Security techniques - Test tool requirements and test tool
calibration methods for use in testing non-invasive attack
mitigation techniques in cryptographic modules - Part 1: Test tools
and techniques

Information technology - Security techniques - Test and analysis
methods for random bit generators within ISO/IEC 19790 and
ISO/IEC 15408

Information technology - Security techniques - Systems Security
Engineering - Capability Maturity Model® (SSE-CMM®)
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		Designation_of_Proposed_Standard		Title_of_Standard		Project_Intent		Supersedes_or_Affects		Identify_ISO_or_IEC_standard_to_be_adopted		Includes_text_from_ISO_or_IEC_standard?		Scope_Summary		Project_Need		Identify_Stakeholders		Revises a previous PINS submittal		Unit_of_Measure		Solicit_New_Consensus_Body_Members		Modify Submittal		Notes

		INCITS/ISO/IEC 10118-1:2016/AM1:2021[202x]		Information technology - Security techniques - Hash-functions - Part 1: General - Amendment 1: Padding methods for sponge functions		Adopt identical ISO or IEC standard		ISO/IEC 10118-1:2016/AM1:2021[		ISO/IEC 10118-1:2016/AM1:2021[		Yes		Amendment 1 to ISO/IEC 10118-1:2016.		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				

		INCITS/ISO/IEC 10118-2:2010/COR1:2011[202x]		Information technology - Security techniques - Hash-functions - Part 2: Hash-functions using an n-bit block cipher - Technical Corrigendum 1		Adopt identical ISO or IEC standard		ISO/IEC 10118-2:2010/COR1:2011		ISO/IEC 10118-2:2010/COR1:2011		Yes		Technical Corrigendum 1 to ISO/IEC 10118-2:2010.		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				

		INCITS/ISO/IEC 11770-3:2015/AM1:2017[202x]		Information technology - Security techniques - Key management - Part 3: Mechanisms using asymmetric techniques - Amendment 1: Blinded Diffie-Hellman key agreement		Adopt identical ISO or IEC standard		ISO/IEC 11770-3:2015/AM1:2017		ISO/IEC 11770-3:2015/AM1:2017		Yes		Amendment 1 to ISO/IEC 11770-3:2015.		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				

		INCITS/ISO/IEC 13888-2:2010/COR1:2012[202x]		Information technology - Security techniques - Non-repudiation - Part 2: Mechanisms using symmetric techniques - Technical Corrigendum 1		Adopt identical ISO or IEC standard		ISO/IEC 13888-2:2010/COR1:2012		ISO/IEC 13888-2:2010/COR1:2012		Yes		Technical Corrigendum 1 ISO/IEC 13888-2:2010.		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				

		INCITS/ISO/IEC 18033-2:2006/AM1:2017[202x]		Information technology - Security techniques - Encryption algorithms - Part 2: Asymmetric ciphers - Amendment 1: FACE		Adopt identical ISO or IEC standard		ISO/IEC 18033-2:2006/AM1:2017		ISO/IEC 18033-2:2006/AM1:2017		Yes		Amendment 1 to ISO/IEC 18033-2:2006.		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				

		INCITS/ISO/IEC 18033-3:2010/AM1:2021[202x]		Information Technology - Security Techniques - Encryption Algorithms - Part 3: Block Ciphers - Amendment 1: SM4		Adopt identical ISO or IEC standard		ISO/IEC 18033-3:2010/AM1:2021		ISO/IEC 18033-3:2010/AM1:2021		Yes		Amendment 1 to ISO/IEC 18033-3:2010.		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				

		INCITS/ISO/IEC 18367:2016[202x]		Information technology - Security techniques - Cryptographic algorithms and security mechanisms conformance testing		Adopt identical ISO or IEC standard		ISO/IEC 18367:2016		ISO/IEC 18367:2016		Yes		Gives guidelines for cryptographic algorithms and security mechanisms conformance testing methods. Conformance testing assures that an implementation of a cryptographic algorithm or security mechanism is correct whether implemented in hardware, software or firmware. It also confirms that it runs correctly in a specific operating environment. Testing can consist of known-answer or Monte Carlo testing, or a combination of test methods. Testing can be performed on the actual implementation or modelled in a simulation environment.		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				

		INCITS/ISO/IEC 20009-2:2013[202x]		Information Technology - Security Techniques - Anonymous Entity Authentication - Part 2: Mechanisms Based On Signatures Using A Group Public Key		Adopt identical ISO or IEC standard		ISO/IEC 20009-2:2013		ISO/IEC 20009-2:2013		Yes		Specifies anonymous entity authentication mechanisms based on signatures using a group public key in which a verifier verifies a group signature scheme to authenticate the entity with which it is communicating, without knowing this entity's identity. Provides: a general description of an anonymous entity authentication mechanism based on signatures using a group public key; a variety of mechanisms of this type. Describes: the group membership issuing processes; anonymous authentication mechanisms without an online Trusted Third Party (TTP); anonymous authentication mechanisms involving an online TTP.		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				

		INCITS/ISO/IEC 20009-4:2017[202x]		Information technology - Security techniques - Anonymous entity authentication - Part 4: Mechanisms based on weak secrets		Adopt identical ISO or IEC standard		ISO/IEC 20009-4:2017		ISO/IEC 20009-4:2017		Yes		Specifies anonymous entity authentication mechanisms based on weak secrets. The precise operation of each mechanism is specified, together with details of all inputs and outputs. This document is applicable to situations in which the server only verifies that the user belongs to a certain user group without obtaining any information that can be used to identify the user later on.		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				

		INCITS/ISO/IEC 20085-1:2019[202x]		IT Security techniques - Test tool requirements and test tool calibration methods for use in testing non-invasive attack mitigation techniques in cryptographic modules - Part 1: Test tools and techniques		Adopt identical ISO or IEC standard		ISO/IEC 20085-1:2019		ISO/IEC 20085-1:2019		Yes		Provides specifications for non-invasive attack test tools and provides information about how to operate such tools. The purpose of the test tools is the collection of signals (i.e. side-channel leakage) and their analysis as a non-invasive attack on a cryptographic module implementation under test (IUT).		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				

		INCITS/ISO/IEC 20543:2019[202x]		Information technology - Security techniques - Test and analysis methods for random bit generators within ISO/IEC 19790 and ISO/IEC 15408		Adopt identical ISO or IEC standard		ISO/IEC 20543:2019		ISO/IEC 20543:2019		Yes		Specifies a methodology for the evaluation of non-deterministic or deterministic random bit generators intended to be used for cryptographic applications. The provisions given in this document enable the vendor of an RBG to submit well-defined claims of security to an evaluation authority and shall enable an evaluator or a tester, for instance a validation authority, to evaluate, test, certify or reject these claims.		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				

		INCITS/ISO/IEC 21827:2008[202x]		Information technology - Security techniques - Systems Security Engineering - Capability Maturity Model® (SSE-CMM®)		Adopt identical ISO or IEC standard		ISO/IEC 21827:2008		ISO/IEC 21827:2008		Yes		Specifies the Systems Security Engineering - Capability Maturity Model® (SSE-CMM®), which describes the essential characteristics of an organization's security engineering process that must exist to ensure good security engineering. ISO/IEC 21827:2008 does not prescribe a particular process or sequence, but captures practices generally observed in industry.		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				

		INCITS/ISO/IEC 21878:2018[202x]		Information technology - Security techniques - Security guidelines for design and implementation of virtualized servers		Adopt identical ISO or IEC standard		ISO/IEC 21878:2018		ISO/IEC 21878:2018		Yes		Specifies security guidelines for the design and implementation of VSs. Design considerations focusing on identifying and mitigating risks, and implementation recommendations with respect to typical VSs are covered in this document. This document is not applicable to: (see also 5.3.2 Exclusions) desktop, OS, network, and storage virtualization; and vendor attestation. This document is intended to benefit any organization using and/or providing VSs.		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				

		INCITS/ISO/IEC 27021:2017[202x]		Information technology - Security techniques - Competence requirements for information security management systems professionals		Adopt identical ISO or IEC standard		ISO/IEC 27021:2017		ISO/IEC 27021:2017		Yes		Specifies the requirements of competence for ISMS professionals leading or involved in establishing, implementing, maintaining and continually improving one or more information security management system processes that conforms to ISO/IEC 27001.		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				

		INCITS/ISO/IEC 27031:2011[202x]		Information technology - Security techniques - Guidelines for information and communication technology readiness for business continuity		Adopt identical ISO or IEC standard		ISO/IEC 27031:2011		ISO/IEC 27031:2011		Yes		Describes the concepts and principles of information and comunication technology (ICT) readiness for business continuity, and provides a framework of methods and processes to identify and specify all aspects (such as performance criteria, design, and implementation) for improving an organization's ICT readiness to ensure business continuity.		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				

		INCITS/ISO/IEC 27034-1:2011/COR1:2014[202x]		Information technology - Security techniques - Application security - Part 1: Overview and concepts - Technical Corrigendum 1		Adopt identical ISO or IEC standard		ISO/IEC 27034-1:2011/COR1:2014		ISO/IEC 27034-1:2011/COR1:2014		Yes		Technical Corrigendum 1 to ISO/IEC 27034-1:2011.		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				

		INCITS/ISO/IEC 27034-1:2011[202x]		Information technology - Security techniques - Application security - Part 1: Overview and concepts		Adopt identical ISO or IEC standard		ISO/IEC 27034-1:2011		ISO/IEC 27034-1:2011		Yes		Provides guidance to assist organizations in integrating security into the processes used for managing their applications. ISO/IEC 27034-1:2011 presents an overview of application security. It introduces definitions, concepts, principles and processes involved in application security. ISO/IEC 27034 is applicable to in-house developed applications, applications acquired from third parties, and where the development or the operation of the application is outsourced.		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				

		INCITS/ISO/IEC 29150:2011/COR1:2014[202x]		Information technology - Security techniques - Signcryption - Technical Corrigendum 1		Adopt identical ISO or IEC standard		ISO/IEC 29150:2011/COR1:2014		ISO/IEC 29150:2011/COR1:2014		Yes		Technical Corrigendum 1 to ISO/IEC 29150:2011.		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				

		INCITS/ISO/IEC 29192-1:2012[202x]		Information technology - Security techniques - Lightweight cryptography - Part 1: General		Adopt identical ISO or IEC standard		ISO/IEC 29192-1:2012		ISO/IEC 29192-1:2012		Yes		Provides terms and definitions that apply in subsequent parts of ISO/IEC 29192. ISO/IEC 29192-1:2012 sets the security requirements, classification requirements and implementation requirements for mechanisms that are proposed for inclusion in subsequent parts of ISO/IEC 29192.		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				

		INCITS/ISO/IEC 9797-3:2011/AM1:2020[202x]		Information technology - Security techniques - Message Authentication Codes (MACs) - Part 3: Mechanisms using a universal hash-function - Amendment 1		Adopt identical ISO or IEC standard		ISO/IEC 9797-3:2011/AM1:2020		ISO/IEC 9797-3:2011/AM1:2020		Yes		Amendment 1 to ISO/IEC 9797-3:2011.		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				

		INCITS/ISO/IEC 9798-4:1999/COR1:2009[202x]		Information technology - Security techniques - Entity authentication - Part 4: Mechanisms using a cryptographic check function - Technical Corrigendum 1		Adopt identical ISO or IEC standard		ISO/IEC 9798-4:1999/COR1:2009		ISO/IEC 9798-4:1999/COR1:2009		Yes		Technical Corrigendum 1 to ISO/IEC 9798-4:1999.		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				

		INCITS/ISO/IEC 9798-4:1999/COR2:2012[202x]		Information technology - Security techniques - Entity authentication - Part 4: Mechanisms using a cryptographic check function - Technical Corrigendum 2		Adopt identical ISO or IEC standard		ISO/IEC 9798-4:1999/COR2:2012		ISO/IEC 9798-4:1999/COR2:2012		Yes		Technical Corrigendum 2 to ISO/IEC 9798-4:1999.		Adoption of this international standard is beneficial to the ICT Industry		ICT Industry				Metric		Yes				
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Information technology - Security techniques - Security guidelines
for design and implementation of virtualized servers

Information technology - Security techniques - Competence
requirements for information security management systems
professionals

Information technology - Security techniques - Guidelines for
information and communication technology readiness for business
continuity

Information technology - Security techniques - Application security
- Part 1: Overview and concepts - Technical Corrigendum 1

Information technology - Security techniques - Application security
- Part 1: Overview and concepts

Information technology - Security techniques - Signcryption -
Technical Corrigendum 1

Information technology - Security techniques - Lightweight
cryptography - Part 1: General

Information technology - Security techniques - Message
Authentication Codes (MACs) - Part 3: Mechanisms using a
universal hash-function - Amendment 1

Information technology - Security techniques - Entity
authentication - Part 4: Mechanisms using a cryptographic check
function - Technical Corrigendum 1

Information technology - Security techniques - Entity
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function - Technical Corrigendum 2
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