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Intro

§ Previous presentation (T11-2021-00021-v000) introduced proposed 
feature of End-to-end data protection for Encryption

§ For that proposal, no feature negotiation proposal was given
§ The goal of this proposal is to define negotiation of the End-to-end data 

protection for Encryption feature based on exisiting methods used in 
FC-P-2

§ During April meeting suggestion was to define a FC section of the 
Transform ID
‒ Suggestion was to use some of the Vendor Unique space
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§ Any encryption used is negotiated by the IKE_SA_INIT message 
defined in clause 6 of FC-SP-2
‒ This allows the message initiator to propose a set of transforms (e.g., 

encryption algorithms)
‒ The message responder can then respond with what is acceptable

§ This process allows multiple transforms, with possible varying attributes, 
to be proposed

Encryption negotiation background



© 2020 Marvell confidential. All rights reserved. 4

§ Negotiation for End-to-end Encryption CRC
‒ Should NOT require a bit in the FLOGI

• These bits are becoming scarce
‒ Should be tied to security negotiation via the IKE_SA

§ Proposal 1
‒ Define Reserved field in ”Table 73 – Transforms Definition” as a flags field

§ Proposal 2
‒ Define an FC range out of the Transform_ID’s

Negotiation
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§ Define either one of the Reserved 
fields in Table 73 as a flags field
‒ Bit 0 indicates requested End-to-end 

CRC
§ This way an implementation could 

indicate both non-CRC and CRC 
supported transforms
‒ If the CRC transform is chosen, 

indicates both sides agree

Proposal 1 – Flags field
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§ Define a range out of the 
Vendor Specific values for FC 
unique items
‒ Pick range of 1024 to 2048
‒ Pick value of 1046 

ENCR_AES_GCM with End-to-
end encryption protection

‒ Pick value of 1047 
ENCR_AES_AUTH_AES_GMA
C with End-to-end encryption 
protection

Proposal 2 – Transform_ID range
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§ ”Vendor Specific” 
field to be 
changed as 
shown

Proposal 2 - Continued

Transform_ID Encryption Algorithm Reference

…

1024 .. 2047 FC Specific

1046 ENCR_AES_GCM with 
End-to-end encryption 
protection

1047 ENCR_AES_AUTH_AE
S_GMAC with End-to-
end encryption 
protection

2048 .. 65535 Vendor Specific

…



Thank You




